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INTRODUCTION

The use of computers has become nowadays a widesgnactice. The Internet is a
worldwide system interconnecting computer netwoakswing exchange of data. This
facility has opened new doors and today an impogart of the commercial and financial
activities are taking place in the Internet.

Insurance (consisting in the protection of the reduagainst a risk) is considered a “service”
(more precisely a “financial” service) not requgirthe physical delivery. Insurance is
therefore an “immaterial” service that can be read¢hrough the Internet.

Not only the conclusion of the insurance contradtdiso its execution can be achieved on-
line.
* The parties can use the Internet for declaring tt@sent to each other.
» The Internet can be used also for the executidheofespective obligations of payment
that the insurance contract imposes on both sides.

In the overwhelming majority of the cases, the gdtion assumed by the insurer is the
payment of a sum of money. On the other handdhieterpart of the service (the premium)
is also a sum of money. The obligations of both itteurer and the policyholder can be
executed on the Internet through the use of paymechanisms.

On-line insurance became during the last decadesobthe important issues of insurance
law. The use of the Internet for different purpo§ies example for advertisement, giving
information or making disclosures or declaratioeffecting payment etc.) led to the
elaboration of new rules. Indeed the existing ralesinsufficient to govern the formation of
the insurance contract and the contractual relstipn(different duties or obligations of both
parties).

AIDA chose therefore on-line insurance as one @ thain topics of the 2014 World
Congress. The answers submitted by 26 AIDA nali@fapters give us a clear idea on
whether specific issues concerning on-line insweaga®@ regulated in different legislations
and if yes whether the solutions adopted are siraf@onflicting.

The list of the AIDA national chapters having reglito the questionnaire (by alphabetical
order) are as follows: Australia, Belgium, BoliviBrazil, Chile, Colombia, Costa Rica,

Croatia, Denmark, France, Germany, Greece, HonggKbBingary, Israel, Japan, Mexico,
Poland, Republic of Korea, Serbia, Spain, Switzret]alraiwan, Turkey, United Kingdom,

Uruguay.

The on-line questionnaire elaborated by the AIDAieBific Council contains five
questions, namely:

* Whether the on-line insurance is governed by spetifes

* How the insurance contract is concluded on-line



* How the information duties incumbent on the insaer complied with on-line

 How the policyholder is protected against fraudconcerning the payment of
premium

* Whether there are specific rules for insurancemégliaries

The questions above are certainly amongst the dedsited issues but the problems raised
by the on-line insurance practice are not limiteditiese. As examples of the important
topics not covered by the questionnaire we can thigdollowing:
* On-line dispute resolution
* On-line claim handling
» Cross-border sales of insurance products (in tlistext, application of rules
prohibiting foreign insurance companies to sellduais within the territory of a
State deserves special attention).

Below, we will quote some interesting passages ftbennational reports and try to draw
conclusions by underlining where the answers coandrwhere they diverge. We will share
also with the readers some personal thoughts.

A special remark: In the European Union countreggl rules are similar to the extent that
they are taken from the relevant Directives. Howekie Directives often set the minimum
requirements and the Member States are free tot etracter laws. Moreover all is not

regulated in the Directives and gaps are to bedfily national legislation.

Although the literature about on-line contracts isabundant, there are few works about
on-line insurance. For guidance purposes, some dfd remarkable works/publications
are given below:

Electronic Commerce in Insurance Products (preplayatieCCIR — Canadian Council of
Insurance Regulators Electronic Commerce Commjtiisgjuary 2012

Herve JACQUEMIN , Conclusion et prevue du contrat d’assurance tamaronnement
numerique, , Forum de I'assurance, no.100, Ja@@i#0, pp 249-255.

Distance marketing of Consumer Financial Servieegw.netlawman.co.ukome >articles
business> trade and commerce>)

Reinhard STEENNOT Allocating liability in case of fraudulent use @lectronic payment
instruments and the Belgian mobile payment instntmpeigping, Financial Law Institute
Working Paper Series Universiteit Gent July 2010

Reinhard STEENNOT Consumer Protection relating to contracts condumtdine- The
European Point of View, Financial Law Institute Wioig Paper Series, Universiteit Gent
September 2005

Heinrich DORNER in Beckmann/Matusche-BeckmannVersicherungsrechts-Handbuch,
2 Aufl. (8 9. Abshcluss und Abwicklung von Versichegsvertraegen im Internet), pp.484-
507, Munchen 2009



Richard GHUELDRE/ Fabrice NAFTALSKI in LAMY Assurances 2014 (Directeur
scientifique:Jérome KULLMANN ), Cinquieme Partie, E- commerce et assurance, pp
2233-2285.

Niko HARTING , Internetrecht, 5. Aufl., Kéln 2014, pp 101-158.

Volker HAUG, Internetrecht, 2. Aufl., Stuttgart 2010, pp 3Z23

1. EXISTENCE OF A NATIONAL LEGISLATION OR REGULATIO N
SPECIFICALLY DEALING WITH INTERNET INSURANCE

1.1. Whether the national legislations contain rules spmfically dealing with
operations and contracts on the Internet

At the outset we must underline that in countriégere special rules are in force in respect
of on-line transactions every specific issue may v regulated by those rules. In many
instances

* Rules applicable to off-line transactions are eguapplicable to on-line
transactions (for example the mutual consent of tekated parties for the
conclusion of a contract is a general principl® gdsevailing in contracts concluded
on-line)

* Rules applicable to on-line contracts are applieadlso to insurance contracts
concluded on-line.

In other words, where on-line insurance is not sjpadly regulated, often general rules
(relevant for all kinds of contract) or specialesil(if any) material for contracts on-line shall

apply.

A second important fact to underline is that in snamuntries the rules about on-line
transactions exist only with regards to consumandactions or have obviously an ample
scope when it is question of a consumer transaciiberefore it would be appropriate to
mention that the protection of the consumers waes airnthe major concerns when on-line
contracts are regulated.

1.1.1. Countries where specific rules axi

Australia(Electronic Translation Act —ETA- 1999; Privacy A®Q88)

Belgium (Protection of Privacy Act 1992, Electronic Comnuation Act 2005, Information
Society Act 2003, Electronic Signature and EledatraNotification Act 2000, Electronic

Communications Act 2005, Market Practices and CaresuProtection Act 2010, Payment
Services Act 2009).



Chile (Norma de Caracter General No.171 dictated by thygefntendencia de Valores y
Seguros is about the insurance contracts concloaédite).

Colombia(La Ley 527 de 1999 — La ley de Commercio Electmn
Costa RicgThe Electronic Certificates, Documents and Didsignatures Act 2005).

Croatia (Law on Electronic Commerce, Law on Electronicraiyre, Law on Electronic
Signature, Consumer Protection Law)

Denmark(E-commerce Act).

France(Law on Information Technologies and Liberties 878 as amended in 2004; Law
of 3 March 2000 adapting evidence law to infornratiechnology; EU Directives (on
certain legal aspects of information society sawjcprocessing of personal data and
protection of privacy, on distance marketing of ®amer financial services); Law on Trust
in the digital economy; Ordinance no.2011-1012 tecteonic communications; French
Insurance Code (especially art.L.112-2-1)).

Germany(The German Civil Code BGB Articles 312b-312d dedth distant contracts —
However these rules are not applicable to insuramedract in respect of which special
legislation exists).

Greece(Presidential Decree of 2003 harmonizing Greekslagon with EU Directive on
electronic commerce and regulating the so calletbfmation society services” ; Law on
Consumer Protection as amended 2013; Ministerialdimn of 2005 aimed at harmonizing
Greek legislation with EU Directive on Distance Meting of Consumer Financial Services;
Presidential Decree of 2001 for harmonizing Greekvlwith EU Directive on Electronic
Signatures; Greek Code of Civil Procedure Art. 44#h regards to the electronic
documents).

Hong Kong(Electronic Transaction Ordinance)

Hungary(Distance Marketing Act of 2005, applicable ordycbnsumer contracts).
Israel(Consumer Protection Law)

Japan(Electronic Contracts Act of 2001).

Poland (Act on Protection of Certain Rights of Consumepglish Civil Code; Act on
Electronic Services).

Republic of KoregElectronic Document and Electronic TransactiosiBa\ct; Electronic
Financial Transactions Act)

Serbia(Law on Electronic Commerce 2009; Law on Electtobiocument 2009; Law on
Electronic Signature 2004; Law on Consumer Praiac?010).



Spain(Act on the Services of the Information Societyl &lectronic Commerce 2002; Act
on Electronic Signature 2003; Act on Distance Mangof Financial Products destined for
Consumers 2007).

Switzerland Federal Act Against Unfair Competition; Swiss Cad@bligations).
Turkey(Consumer Protection Act 2014).

United Kingdom (Civil Evidence Act 1995; Data Protection Act 199&lectronic
Communication Act 2000; Electronic Signature Regofes 2002/318; Electronic
Commerce Directive (Financial Services and Mark&syulations 2002/1775; Electronic
Commerce (EC Directive) Regulations 2002/2013; kame Services (Distance Marketing)
Regulations 2004/2095; case law; ICOBS sectioh®fRCA Handbook).

Uruguay(article 227 of the Law no.18.834 on the delivefyhe goods bought on Internet).

1.1.2. Countries where specific rules don’t exist

Bolivia

1.2. Whether the rules dealing with operations and camacts on the Internet are
applicable to all contracts (including insurance cotracts) or to all financial services

contracts, or solely to insurance contracts

1.2.1. Countries where the rules apply to all congécts including insurance contracts

Hong Kong

1.2.2. Countries where the rules apply to all finacial services contracts

In Hong KongCIS Internet Guidance Note (for persons advedisin offering Collective
Investment Schemes on the Internet) seems to éppigurance as well.

European Uniorcountries

Turkey (part of the rules on distant contracts applylte@tracts and part of the rules apply
only to financial services contract).

1.2.3. Countries where rules apply solely to insurece contracts

In Belgiumsome of the articles of the Land Insurance Cohikat 1992 on some aspects of
the distant conclusion of insurance contracts ppéi@ble only to insurance contract.

In AustralialCA (Insurance Contract Act) is amended to dedahwbme aspects of the on-
line insurance.

In GermanyVVG (German Insurance Contract Act) Article 7 etysin conjunction with
VVG InfoVO (Regulation on Information Duties unddre VVG) regulates the insurer’s



information duties and the policyholder's right withdrawal solely in the context of
insurance.

In Hong Kongthe Guidance Note on the use of Internet for lasce Activities seems to
apply only to insurance.

In Japan Comprehensive Guidelines for Supervision of lasge Companies contain rules
applicable to the supervision of the sales of iasae products .

In Mexico, Ley General de Instituciones y Sociedades Mudtadi de Seguros (General
Insurance and Mutual Companies Law) and Circulaic&dnde Seguros (Insurance
Regulation) deals with conditions to be fulfilledarder to offer insurance products on-line.

In the United KingdomCOBS section of the FCA Handbook contains rules apply to
the on-line conclusion of insurance contracts.

1.2.4. Self regulation and Soft Law

Belgium (Codes of Conduct elaborated by Assuralia — Baigofessional organization of
insurance companies-: “Codes of Conduct for theadce selling of financial services”)

CONCLUSIONS IN RESPECT OF “EXISTENCE OF A NATIONAGISLATION OR
REGULATION SPECIFICALLY DEALING WITH INTERNET INSIKE”"

a) In many countries rules applicable to on-line irmuce are not codified and spread
in different texts and the legislation doesn't ldidée homogenous: Some rules
apply to all contracts; some only to financial Sees contracts; some only to
consumer contracts and some exclusively to ins@ranatracts.

b) In most countries they don’t regulate exclusivélg insurance contract but have
rather a general character.

c) In some countries rules applicable to (other) fioah services apply also to on-
line insurance. This is especially the case fordéluntries.

d) In many countries there are special rules for cansts.

2. THE CONCLUSION OF INSURANCE CONTRACTS ON INTERNE T

2.1. In General

Insurers use the Internet for different purposesr Example they accomplish their
information duties (before or after the conclusminthe insurance contract), deliver the
insurance policy or other documents, summon thieydadlder or the insured through e-mail
messages or collect the premium or effect paymedine. On the other hand, Internet
constitutes an appropriate environment for condgdiontracts. Sometimes all of the steps
of an insurance contract are achieved on-line antkimes only a part of the steps leading



to the conclusion are accomplished on the Intgthetremaining steps being completed off-
line).

Although the use of Internet increases with higkespfrom year to year, in some few
countries insurance contracts (still) cannot bechated on the Internet (Boliviavhere
Internet, at least to the extent that insuranceorscerned, can be used only for marketing
purposes; Costa Riocahere the autograph signature is necessary. Ita(isa however,
some operations related to insurance can be cadutttrough the Internet: Claim
processing and payment of premium; Urugwayere the signed policy is a condition of
validity of the insurance contract. But it wouldtrb® a wrong guess that reformations will
take place soon in those countries).

In other countries (constituting the vast majorttygre is such a possibility. For example the
Australian report states that Australia remains an insuraneeket with high levels of
Internet participation: A Roy Morgan research poll in 2013 indicated 49.6%sured
respondents viewed the Internet as the most usefdium in decision making based on
price and product comparison. Another survey by T&doup indicated that a third of
Australians have researched home and vehicle imsaigran-line and switched providers as
a result. A poll of 1200 people commissioned by TAInd that 70% used the Internet to
investigate cover and 43% visited comparator sitkgnately using the Internet to place
cover...... In the US statistics suggest that over 8d%ustomers begin their insurance
selection via the Internet and ultimately end ugibg on-line”.

At this stage we must define the notion of “on-lineurance”. Unfortunately mosif the
national reportsire silent on this issue.

In many cases electronic means (such as e-mail§ 8MMMS, e-conference) or other
distant communication means (such as telephoneleotronic devices (such as USB or CD
or other durable medium) are used in order to nila&eleclarations of consent necessary for
the conclusion of the contractn(Erance the Courts ruled out that the concurrence of the
consents might take place on-line through a welmsiterough the exchange of e-mails).

In cases where the Internet is not used at alliffstance the insurer makes an offer sending
by post or by courier a CD containing the necesgsanrmation and declarations and the
policyholder responds affirmatively by phone) itedaot seem appropriate to speak of “on-
line insurance”.

In instances where the Internet (for example ana#-mmessage) or other electronic
communication systems (such as SMS) is used to thendlectronic statement of consent,
the question arises to know whether an on-linerarsze exists and if yes what the rules
applicable would be.

* It is beyond doubt that when all the steps arertakethe Internet, the transaction
will qualify as an on-line transaction (no mattesome of the statements made by
the policyholder are accomplished by different nsedfor example information is
furnished to the insurer on the website by fillinghe blanks; the acceptance is sent
by an e-mail message). In this case the transautitbrbe subject to the specific
rules about Internet transactions, if any.



It is less clear when some of the steps are nentak the Internet: For example the
policyholder, after some steps accomplished onirttegnet (information given to
the insurer, premium calculation and offer by theurer) sends his acceptance by
letter or by phone or declares it in a face-to faatk with the representative of the
insurer. The Belgianeport underlines particularly the possibilitytthi@e conclusion

of the insurance contract doesn’t occur totallytbe Internet (for example the
traditional “paper medium” is used from a certaiage): For sophisticated (tailor-
made) products (where the disclosure of specia degarding the risk and special
investigations take place) it is not appropriatexpect a fully automated contract.

* In case only some of the steps leading to the ogiart of the
contract occur on the Internet, the rules appleablinternet (if
any) will apply solely to those steps

» The steps outside the Internet will not be goverbgdrules
applicable to the Internet

Some countries differentiate between contracts laded through the website and through
(other) electronic means.

In some countries the special rules about distantracts apply only where the
contract parties are physically absent until thengletion of the contract and if a
system specifically designed for conclusion of cacts on-line is in place (for

example European Uniatountries, Turkey Therefore if the contract is concluded
off-line or without the use of the system desigried the purpose of contract
conclusion it will not be subjected to the rulesoabdistant financial services
(Directive 2002/65/EC concerning the distance mankgetof financial services

Recital 15: Distance contracts are those the offexgotiation and conclusion of
which are carried out at a distance; Recital 18: Byvering a service-provision

scheme organised by the financial service provitlgs, Directive aims to exclude
from its scope services provided on a strictly somaal basis and outside a
commercial structure dedicated to the conclusiodisfance contracts; Article 2(a)

“distance contract means any contract ........ conaludender an organised

distance sales or service provision scheme rurhéystpplier (service provider)).

In some countries some rules apply only to cliclvior browse-wrap contracts
(Croatia, Hong Kong)

In practice there are three types of websikle®rmative (including advertisement purpose),
interactive (simulations and quotations) and tratisaal (conclusion of contracts).

Insurance contract concluded on-line in the narsmmse is a contract fully automated
(without human intervention). This is suitable &iandardised products (BelgiinThus,
when the insurer provides only for quotation (fasifnulation) and concludes the contract
off-line, this cannot be regarded as an on-linerasce contract.

2.2. Use of the Internet as a communication meany lthe insurer



Internet is one of the communication means avadlail the relationship insurer-
policyholder (or insurer — insured or insurer- denary).

The insurers use the Internet for accomplishingr tiformation duties (pre or post
contractual) or whenever they need to notify thespective policyholder, the insured, the
beneficiary or other persons related to insurarm#racts (mortgagees, pledgees or third
party victims).

The first issue in that regard is to know under clhiconditions the use of this
communication means by the insurer is allowed. gtssibility to lawfully use the Internet
for communicating is the prelude (condition prec#jlef the on-line transactions.

* In Australig the insurer can send information electronicallyhe addressee has
consented to be so informed.

* In the European Unignthe solutions proposed are in the same directior
example the draft insurance mediation directive§ll)) provides in its article 20
the possibility to provide information to the cusier via the Internet

= Dby means of a durable medium meaning inter alia ttard drive of
the customer’'s computer on which the electronicl nsistored”
(thus sending e-mails)

= by the means of a website

o0 However in the draft IMD 2 the use of a durable medor the website is
possible only if certain conditions are met.

o For the use of a durable medium it is required that
= it must be appropriate in the context of the bussnevith the
customer,
= the customer must have been given the choice betindarmation
on paper and in the durable medium, and have chtisnother
medium.

0 The use of the website would be allowed only if

» |tis addressed personally to the customer

= The provision of the information by means of a wibss
appropriate in the context of the business,

= The prospective policyholder has consented to togigion of the
information by means of a website;

= The prospective policyholder has been notified tebeically of the
address of the website and the place on the webdiere the
information can be accessed and

» |t is ensured that the information remains accéssb the website
for such period of time as the customer reasonaddyl to consult it.

* The provision of information using a durable mediather than paper or by means
of a website can be regarded as appropriate itdhtext of the business with the
customer, if there is evidence that the customerrbgular access to the Internet.



The provision by the customer of an e-mail addfesthe purposes of that business
shall be regarded as such evidence.

A consumer may indeed use the Internet (even onaiderable extent) but this fact
alone should not be considered enough for the triag to justify electronic
summons or information addressed to him. He mubkeraexpress his willingness
to that end. But the solution may be differentlfosinesses and legal persoffsr
instance in_Turkeya recent law provides that all summons and natifans to
businesses must be made electronically — but ictipe the infrastructure not
being completed yet, the application is delayed)

In the_European UnigrDirective 2002/65/EC concerning the distance retanky of
the consumer financial services had already regglte issue partly in the same
sense: According to Article 5(1), contractual teransl pre-contractual information
must be communicated to the consumer on paper @bigumedium (including
also websites if they fulfil the criteria containedthe definition of durable medium
—Recital 20). However the consumer is entitledrat me during the contractual
relationship to request that contract terms andrimétion be given on paper
(Article 5(3)).

(The information duty imposed on the insurer widl bxamined below under “3. Special
information or warnings to be given to the prospecpolicyholder when concluding on-
line”).

2.3. Characterisation of successive steps (off@agceptance)
2.3.1. In general

In many countries, the basic traditional requiretmiem the conclusion of the insurance
contract off-line is valid also for concluding ansurance contract on-line (for example
Spain: Mutual consent of the parties on the essentiadigotii -the essential points of the
insurance contract that draw the line of demaroatith other contracts- is necessary.

To this end, an offer (or an invitation to treat &ny) followed by the offer) and an
acceptance of that offer as it stands must occur.

What makes the difference between on-line andinédransactions is rather the manner of
expressing and addressing the invitation to tfégr and acceptance.

Between persons physically present the insurano&ram can be concluded in a simple
manner and within a relatively short portion of ¢inby verbal agreement (if no form
requirement exists). For distant persons the smmas more complicated: There is an
additional problem of sending and receiving theessary declarations. This may require
time and the observance of the written form. Imagdhmat the insurer sends a letter to make
an offer and the policyholder consents to it byeletHere other additional problems arise.
For example: How long will the offeror (insurer) l®und by his offer? Under what
circumstances is the insurer (or the policyholddigwed to assume that his declaration has
reached the addressee? All those additional prabjastify the existence of different rules
about contracts concluded between physically aljsensons.



On the other hand, technical progress led to Spatifes. For example, after the invention
of the telephone, contracts begun to be concludethe phone and the question to know
whether those contracts should be considered betweesent (or absent) persons was
raised. Then the law intervened to bring a spedbtution: Contacts concluded on the
phone were assimilated to contracts entered infoelbyons physically present.

After the commencement of the Internet era, otheams of direct communication where an
immediate answer can be expected such as videwseon&s, chats on the Internet or
Internet phones, appeared. The rule is that amr ofi@de through those other technical
means from person to person must be accepted imtebdas in the case of physically
present contracting parties.

A further step was the establishment of websitdd wiechanisms allowing direct sale of
goods or services. Today, many products (matenmainomaterial goods, travels, other
services including the insurance) can be purchasedhe Internet via fully automated
systems.

In case of online offer there is no such kind oér§on to person” contact. Thus it will be
appropriate to apply the rule about “contract cosidn between absents” when the
insurance contract is concluded on-line througblly utomated system. The same is valid
also in respect of insurance contracts enteredviate-mails exchange.

One of the main concerns of the legal systemsastidinsactional security. Doubts were
expressed as to the security level of the Intesakgs. The involvement of other players such
as Internet service providers increased the fédwsv, contracts with (secured) electronic
signatures and payment via secured mechanismstgberdontinuation of the e-commerce.

2.3.2. Manner of conclusion of the insurance contract onihe
Generally, the on-line insurance steps can be suipadbas follows(It must be emphasized

here that the manner of the conclusion of the iasce contracts varies depending on the
type of the contract and the web-site of the insuCeoatia, Mexico, Belgium

Step ((1”

The insurer puts in the website the mechanism tioegahe necessary information from the
prospective policyholder (identity, type of theuir@ce, subject matter of insurance, details
relevant for premium calculation).

Step H211
When the information needed is given, the insuadcutates the premium and is then able
to make an offer or invitation to make an offer.

If the insurer’s offer is accepted by the policydesl or if the prospective policyholder’s
offer is accepted by the insurer the contract isateded.

The Swissreport highlights the step “2”. According to threport two variants are
conceivable:



Variant “1”

After calculation of premium the insurer notifiesal time the policyholder about the
premium and makes a binding offer. The insurancgraot is made upon acceptance by the
policyholder either by e-mail or through a confirmen button.

Variant “2”

The insurer notifies the policyholder about thecotdted premium and provides the forms
that the policyholder needs to fill and sign antura to the insurer. In this situation the
insurer only makes an invitation to treat. Theeoffomes from the policyholder and the
insurer accepts it usually by letter.

In Greecethe steps include the application for insuramad &ceptance of the application.

In Mexico, the steps include also the payment of the premimmaccordance with the
payment mechanism established by the insurer). dre&the solution is the same: the
policyholder is required to pay the full or pargaemium.

2.3.2.1. Electronic declarations of will
2.3.2.1.1. Constitutive elements

The declarations of will occurring on the Interreae called “digital” or “electronic”
declarations of will.

The objective element of a declaration of will e texpression of the intent to establish,
alter or terminate a legal act by a person. Aatation of will can be

- transmitted on-line (for example by an e-mail), or

- generated on-line (as in the fully automated cats)a

In case of a declaration of consent generatednantfie problem arises to know whether this
is a genuine “will” (as discussed also in the Estgteport, see 2.3.2. below). This question
is answered positively taking into account the thett there is always a real person who is
the producer of the will.

The subjective elements of a declaration of wi# #re intent of acting, consciousness of
making a declaration and intent of achieving thaccete legal act. When the subjective
elements are lacking, often it is a case of “falaf intent”.

2.3.2.1.2. Effectiveness of a declaration of will

To be effective a statement must be first of adistied” i.e. the person who makes the
statement must have expressed his will to accompligegal act.

Second requirement is the “reception” by the addresBut this requirement exists only for
transactions between persons not physically presenhis point let's remind that “chatting
persons” are deemed as physically present (siyiglin the case of persons speaking on
the phone) but not persons corresponding througiaiés.

The issuance and reception requirements creataabgeoblems that we will examine
further in more details.



2.3.2. Insurer's (or intermediary’s) website constutes an “offer” or “invitatio ad
offerendum” (invitation to treat)?

It is generally accepted that the website of theuier where the purchase of insurance
products is available constitutes an invitationtreat and not a contract offer (Germany
France, Japai The insurers generate a true offer later whey #re in possession of the
necessary data about the concrete insurance tivédae lny the prospective policyholder.

In Japanfor some types of insurance the consent of therar is not required (under certain
conditions): For example if the consumer makesféer éor an overseas travellers’ personal
accident insurance.

However in some countries the website of the ins{afering insurance contracts subject to
attached terms and conditions) constitutes an ¢{fenmark Israe).

In the United Kingdomunless the information on the insurer's websiéarty indicates the
insurer’s intention to be bound upon the acceptandtlee policyholder, the advertisement of
the insurance product on the website will be carsid only an invitation to treat. However,
the situation is different in case of automated B&sactions. The general view seems to
be that the automation does not prevent a bindamgract. In the Queen (on application of
Software Solutions Partners Ltd) v. Her Majesty@@nissioners for Customs and Excise
([2007] EWHC 971 Admin) the court took the view tHthe insurers undertook that they
would be bound by the automatically generated temdn if they were temporarily unaware
of that result”.

Hong Kongs approach is also in the same direction: In flek-evrap agreements where the
process is automated, the advertisement of anansarproduct may constitute an offer (the
clicking on the “I agree” button will then constéuthe acceptance of the offer on the terms
posted on the website). But where human involvensergquired (such as the assessment of
the risk) the advertisement amounting to an offesaid to be unlikely. In Hong Konthe
placement of ILAS (Insurance linked Assurance Sdawemvhich are considered as
investment products) on a website without the @iowi of transaction capability is
generally not regarded as offering; the same il wathen an address box is provided where
the investor may ask for an application form tesbat by post).

[Civil law experts think that on line sellers orrgee providers should not be deemed to
have made an offer but rather to have solicited#ar from the customer. This widespread
point of view is based on the fact that the on Be#ers or service providers normally are

not in a position to satisfy all the demands (dueiristance to the lack of sufficient stocks).
For that reason they intent not to be bound by fier@n the Internet and keep reserved the
right to refuse any eventual offer by the custorii@is argument is not convincing at least
for insurance contracts where the insurer normalguld welcome a large number of

demands, this is particularly true for mass risks.

Yet it seems difficult to conceive that the webepaithe insurer would always constitute an
“offer” at least in countries where the contractfef must comprise all the essential
elements of the contract in question. In these tmm (for example_Turkeythe simple

affirmative answer such as “yes” or “ok” is suffiemnt for concluding the contract. However



in many cases the web site of the insurer wouldcoatain enough data for an immediate
contract formation. In those cases, it should netregarded as an offer but may be
considered as a promise to accept the offer undgrain circumstances.

Another important issue concerns the compulsoryrarsces. In that respect we must first
ascertain whether an insurer active in the insugrdass of the relevant compulsory
insurance is required to include this compulsorgurance in the products available on his
web site. The second question consists to knowhettte compulsory insurance available
on the web site of the insurer constitutes an offée think both answers are negative. The
insurer remains free to determine the insurancedpots he will sell on-line. However if he
chooses to sell also compulsory insurances on-thne sole fact that he is obliged to accept
the offers made by prospective policyholders is sudticient to accept that he offered
already on-line.

On the other hand, debate exists to know whetleecdohfirmation that the customer’s order
is received must be regarded under circumstancesnaacceptance. The outcome will be
dependent on the formulation of the confirmationssage. The point of view that a
confirmation message would be regarded at the dam® as an acceptance if it does not
contain the reservation that the seller or servip®vider may reject the offer seems
favouring the customer].

2.3.4. Inclusion of disclaimer

The United Kingdom’s report indicates that in pipte, the insurers don’t need to state
clearly that their websites don’t constitute areaff

However in the European Uniptine Directive 2000/31/EC on electronic commegzguires

in its Article 10.1(a) that the insurers give infaation on the technical steps to follow to
conclude the contract. Based on this, one may aitatethe insurers must explain whether
their websites constitute an offer or whether timgnd to make an invitation only.

At least for the sake of clarity a disclaimer may useful (In_Hong Kongdisclaimers are
used sometimes in order to avoid contracts witsges situated in a jurisdiction prohibiting
the offering of insurance products to them by fgmensurers).

2.3.5. Failure of intent

As underlined above, the mutual consent of thegsis necessary for the conclusion of the
insurance contract on-line. To this end the detitaweof consent (of both parties) must be
addressed to the other and received by the othehid context many problems may arise.
The first category of problems relate to the safedgng and reception of the electronic
messages (relevant for insurance contracts whemamtnterventions are in place). The
errors constitute the second category. Some ofethars concern the fully automated
insurance contracts (click on the wrong button whéking out a standard insurance on-
line). Some others are frequent mostly in partlyomated insurance contracts or in
contracts not automated at all (declaration ndy fithnsmitted as a result of transmission
error).



2.3.5.1. Under what conditions on-line declaratiof consent shall be deemed as (sent
by the issuer and) received by the recipient?

2.3.5.1.1. In general

Sometimes technical failures occur on the Interfilbey may for example give rise to the
following consequences:

- The mutual consent is not established in reality boe of the parties
mistakenly believes that the contract is duly eedeinto {or example the e-
mail containing the acceptance of the prospectigkcpholder is lost in the
Internet; the insurers think the contract was nohcduded but the customer
believes that he is covered)

- The mutual consent seems established but the doofethe contract is
perceived differently by the relevant partiésr (example some clauses of the
contract did not reach the prospective policyholdee to an electronic failure
and the insurers believe that those clauses aré gfathe contract whereas the
customer pretends they are not).

In normal circumstances, the receipt of the detitawaby the addressee’s network will be
decisive.

* The Germarreport underlines different eventualities: “If tekectronic declaration
of consent is lost before it has been saved otatiget computer, it will not become
binding. However if the recipient intentionallygwents the declaration to be saved,
the declaration is valid although it failed to reate recipient's sphere. If the
declaration is lost or deleted after it has beereda@n the target computer it is valid
as the recipient then bears the risk of errors @omieg his technical equipment and
his provider”.

* In Hong Kong the contract will be concluded upon receipt oé thlectronic
transmission conveying the acceptance by the inseraendor’'s computer system.

* In the Republic of Koreathe offer must be processed and recorded in tis¢ h
computer of the insurer.

 In Serbia statements made electronically are considere@ived when the
addressee can access them.

* In the United Kingdomby analogy with telegrams, it is argued that eceptance
communicated via e-mail will be effective once é&aches the network of the
recipient’s ISP (the recipients mail server). Ia thK declarations are deemed to be
received when the parties to whom they are addilesm®eable to access them.

* The Colombianlaw provides a clear solution (Article 24 of thaw. no.527 of
1999):

» |f the addressee has designated an informatiorersy$or the
reception of messages containing data, the receptall be
deemed to occur at the moment when the messagenta®d
the information system so designated



* In case the message has been sent to a systemtiwdinethe
system designated by the addressee, at the monitem the
message has been accessed to.

= |f the addressee has not designated an informatistem, at the
moment when the message has entered into the addies
information system

From the above we can reach the conclusion thadghder of the declaration bears the risk
until the declaration reaches the system of thgiet. If the message is lost before this
moment, the declaration will not be considereda&lly made.

The declaration of consent must arrive within tpewer sphere” of the addressee in such
manner that the addressee can learn its conténbmmal circumstances”. The moment of
actual knowledge of the content is not relevant.

The arrival of the declaration of consent withie fhower sphere of the addressee occurs for
example when it is stored in the mail server oagabcessing equipment and is available to
the addressee. The expression “power sphere” may te confusion (since the e-mail
message can be considered as already within therpgpihere of the recipient even if his
computer is on another continent). What is decigveimply whether and if yes when the
sender of the declaration can regard his declaraisareceived and its content as learnt.

Will the knowledge from an alien homepage be reg@rds enough? This seems open to
discussion.

E-mails sent to an incorrect address (for instanstead ofa@xonline.authe message is
dispatched t@@yonline.ajicannot reach destination and therefore are rogsaible by the
recipient. However the case of mails deleted byaal filter aimed at filtering the virus
containing mails or spam mails seems debatablhelfdeletion by the recipient’s system
occurs for protective purposes against virusesléheted message should not be regarded as
arrived. But one can hesitate when the messagelesed for being identified as spam mail
by the mail filter program.

In respect of the “knowledge under normal circumsés” requirement, it seems appropriate
to make a difference between legal entities anghpipolicyholders.

- The insurer and the customer who is a legal eltitya real person trader) can be
expected to have knowledge of a declaration of @snthe same day of arrival in
their power sphere within the office hours (or thext work day early hours).
According to another view the moment of storagelavba decisive.

- In respect of the “private policyholder” the followy solutions can be adopted:
When a real person policyholder not acting for fh&poses of his trade or
profession makes it clear to the insurer that hes dke Internet for communication
purposes in legal matters (it is so for exampléafanswered on the Internet the
guestions asked to him by the insurer) he can peat&d to have a look at his mail
box regularly (once daily) and the insurer's comination can be regarded as
effective the same date as its arrival and storelgevever a policyholder who does
not use the Internet as a communication meangyal leatters will not be supposed
to control his mailbox regularly and the actual Waexige would then be required for
valid receipt.If the consumer has at the same time a mobile ploonehich he



receives mail messages or if he has been warndteagame time by an SMS that a
mail was sent to him, he can be expected to lelaencontent of the e-mail sent
quicker.

The withdrawal of the declaration is possible. Nalignit is effective when the addressee
learns the withdrawal declaration before or atdhme time. If both declarations are stored
before the addressee is aware of their contertigvatval can be deemed effective.

The insurer is obliged to confirm the receipt of #ectronic statement of consent. But this
is not a necessary element of the good receigtercontract conclusion. The obligation to
confirm can be lifted by agreement in b2b transast

If the customer is offeror (the insurer having omigde an invitation to offer) the insurer has
to confirm the receipt of the offer. The insurenagactify a lack of confirmation by a late
reaction (by asking a new question, acceptancefasal of the offer). Where the customer
could have deduced from the lack of confirmaticet this offer was rejected, the insurer can
be liable for the resulting losséan interesting example given by Doérner (at p. 482as
follows: The (first) insurer is late in confirmintpe receipt of the offer and the customer,
believing that his offer is refused, gets covenfranother (the second) insurer. At the same
time the first insurer’'s acceptance reaches thearasr. There is double insurance and the
first insurer can be held liable for losses caubgdhe contract with the second insurer: The
customer will be entitled to claim that he be fréei the first or second contract).

2.3.5.1.2. Transmission errors

The risk relating to communication failures (delayeaching the addressee or the loss of the
declaration in the Internet) is shared as follows:

* The sender of the declaration bears the risk uatdrrival in the power sphere of the
addressee.

* In case the declaration is lost in the Internehiodered by the intervention of third
parties, it does not arrive and will be ineffectiBut if the addressee intentionally
hindered the arrival of a declaration in his powehere, the declaration will be
deemed as “arrived” (however we think that thedhation of a malil filter program
that deletes the virus containing mails shouldxmepted).

* Whether the mere “storage possibility” (for exampiee declaration reaches the
destination but is not stored due to technicalufag) can be regarded as sufficient
seems debatable. The European Union Directive 2Q0C on electronic commerce
provides in its article 11.1 that a declaratiomeiseived when the addressee is able to
access it. The prevailing approach seems to behbatccessibility requirement of the
Directive is achieved only when the storage is deteg.

* In case the electronic declaration is stored atimbg®on but destroyed before the
addressee is expected to have knowledge of iteob(for example due to a defective
computer), the declaration shall be deemed asvedteHere the risk is borne by the
addressee. The same is valid when the technidatdas due to the service provider
of the addressee. In that case the addressee’mesgmovider will be seen as a
“receiving agent”.



* It is obvious that the declaration is “received” f(atiori) when it is stored in the
power sphere of the addressee but not read by simrasult of crashes, viruses or
careless destruction by the addressee himselfrordaperson.

* If the recipient has temporarily shut down his n@a€ount or put it out of service or
stopped accessing to his e-mails, he must notify tlappenings to persons from
whom he expects declarations of will otherwise hié ot be allowed to invoke the
late awareness.

» If the mailbox is full and the recipient is conseqtly hindered to receive messages,
in most cases the sender is notified thereof @aitally. Upon this notification the
sender is not anymore able to invoke that in gaoth fhe presumed the good and
timely arrival of his declaration to destinatiom @e other hand, if the sender sends
later in a second tentative successfully his mess#we recipient would not be
allowed to allege that the sender is late in semtive declaration since he must bear
the risk of his mailbox (low or reduced) capacithe sender notified of the mailbox
fullness may also wait until reception insteadrging to resend his statement.

* On the Internet there is no “closing time”. If arsurer has established a system for
selling insurance products requiring the custoroeseind his offer or acceptance by e-
mail, the prospective policyholder may considett tt@ insurer took knowledge of
his statement of consent immediately.

It transpires from the above that it is not reldvarmether the recipient has effective
knowledge of the declaration. If the recipient doest open his mailbox, he would
nevertheless be deemed to have been aware of #sages sent to him.

But as to the moment of effectiveness let’s rentirat a fine tuning must be envisaged: As
stated above, a consumer who is not supposed tahasénternet for communication
purposes for legal matters cannot be expectedeokategularly (daily) his mailbox (he may
be travelling or have other priorities).

Colombianlaw contains a special solution with regards ® ¢tlonformity of the message
sent to the message received: In the relation serdeiver, the receiver is entitled to
consider that the message received correspondsetanessage intended by the sender.
However the receiver is not allowed to avail hirhsdlthis belief in case of awareness or
lack of due care to detect the error of transmissio if he failed to make use of an
appropriate method in order to detect such an.error

2.3.5.1.3. Incompatibility errors

In respect of “compatibility risks” and “update k8 (where the declaration reaches the

addressee who is not able to have access to @atcess but the text is corrupt due to the
fact that the addressee’s technical equipmentti€ompatible with that of the sender or the

software version used is different) there are tlagg@roaches

- Not legible or not easily convertible declarati@me to be regarded as “not received”

- The Addressee must bear the risk of incompatibdityot being updated

- For business it can be expected that they usevilrage standard; but for consumers
this is not the case

The last point of view seems more satisfactoryedal entity or a business is expected to
use software that is neither too old nor too retd, thus corresponding to the average.



However this approach may not be appropriate fosemers (at least for some of them). A
consumer is generally not supposed to use a modgasion of software programs and
capable of opening, reading and storing of anychtteent. Therefore except where the
program used by the consumer can be reasonablydeoed as worldwide abolished, the
risk of incompatibility errors would be born by timsurer.

In any case, the consumer can be expected on tedyof good faith and fair dealing to
fall back on to the insurer and notifies him tha information sent was not received/read, if
the consumer could identify the sender.

2.3.5.1.4. Onus of proof

In case of conflict, the onus of proof that the aHrhas reached the recipient lies with the
sender. A printed copy or a record would not beughonor the encryption or electronic
signature.

The confirmation of the recipient is indeed an effe proof.

Whether a successful arrival of the message toindg¢isin can be presumed when no
“bounce-mail” notification is received is debatabBounce mail is an e-mail that never
arrives in the recipient's inbox and is sent bagk,bounced back, to the sender with an
error message that indicates to the sender that ¢hmail was never successfully
transmitted. There are two kinds of bounce e-miadrd bounce and soft bounce. Hard
bounce e-mail is permanently bounced back to tnelesebecause the address is invalid.
Soft bounce e-mail is recognized by the recipiantd server but is returned to the sender
because the recipient's mailbox is full, the mailver is temporarily unavailable, or the
recipient no longer has an e-mail account at thadiess.

2.3.5.2. Statement of consent occurred erroneously

It is frequent in fully or partly automated on-limentracts that the customer clicks on a
wrong button or ticks in a wrong box due to hisxperience or inadvertence and
communicates a declaration that is non-intendethodigh not very common, the insurers
may also have designed a website unintentionally (listakenly) to the advantage of the
prospective policyholder.

2.3.5.2.1. Errors made by the prospective policyhdér and possible remedies

In online transactions three types of errors thaynbe made by the prospective
policyholders are worth being examined particutarly

* Errors in declaration:

First scenario. The prospective policyholder wants to make aatation and for
instance clicks on the send button for that purpbséthe declaration intended is
different (fire insurance intended but instead tthe$urance declared). In that case
it is possible to avoid the contract on the groahfundamental) error.



Second scenario The prospective policyholder, although is congsidhat he
clicks or ticks, does not know that by clicking ticking he makes a binding
declaration (he thinks for instance that he is ragkior information about the
insurance product). In that case, although he doekave the will (consciousness)
to declare, he would be regarded as having madelardtion (as he should have
taken into account that his act of clicking or irckaccomplished on-line would be
relied upon by the insurer). However an action dase fundamental error is not
excluded (such an action would be allowed under thadition that the
policyholder compensates the losses/expenses wiimeurred by the insurers as a
result of their trust in the validity of the tragtan).

If the error is due to a defective design of théswe (an eventuality cited by the
United Kingdomreport, see also 2.3.5.2.2. below), the insurddr@ssee of the
declaration) would be regarded as being in a msito detect the erroneous
statement and will be consequently required toanefrfrom considering the
declaration as binding.

Third scenario: The prospective policyholder doesn’'t have thd wilmake any
declaration but as a result of a reflex (he fafile@p in front of the computer and
provokes the sending of a declaration for exampl@ushing the click button of
the mouse). The sort of such a declaration carebatdd. The understanding of the
recipient can be regarded as decisive here togn(the policyholder’s declaration
will be binding if the insurer could consider it asvalid statement). In the
alternative, the absence of any “intent” to act ldaeveal that there is no question
of contract conclusion.

* Transmission errors

Internet errors, virus attacks or software errom@yngive rise to incomplete or
defective transmission. In this case, the undedstgnof the addressee will be
decisive. The insurance contract will be deemect@wxluded on the basis of
“incomplete” or “altered” declaration. But avoidanof the contract will be
possible for transmission error (which is also ‘tamental”).

* Software errors

If the error is due to the fact that the policylesldthas installed and used defective
software (and not to the declaration itself) itgigestion of an error that affected
only the motives for concluding the contract. Saaherror is not fundamental and
the policyholder will not have any action for avante since in e-commerce, the
risk of using defective software is borne by therdsmself.

Beyond doubt, fundamental error (failure of intemtpy constitute a solid cause for
invalidating a contract also where the prospectpaicyholder does not make his
declaration of consent by clicking on a button iokihg in a box. If the binding consent
statement carried out through ordinary letter anal was made under the effect of a
fundamental error (for example the applicant desioetake out “fire” insurance but declares
his consent for a “theft” insurance) the classmalutions of the civil law about failure of
intent will apply.



But in addition to the classical (remedying) saus of the civil law (preventive and
remedying) solutions specific to on-line or consutn@nsactions are adopted:

o The imposition on the insurer (being a service ey the duty to establish a
system apt to hinder errors in declaration by mhmg mechanisms to correct the
input errors and to inform the contract partnertbeair existence constitutes an
important preventive solution. In the European Wnithe Directive 2000/31/EC
(E-Commerce Directive) imposes on the insurer (aer&ice provider) to make
available to the prospective policyholder (as riecip of the service) appropriate,
effective and accessible technical means allowingtb identify and correct input
errors, prior to the placing of the order (Artidl.2). Awareness of those technical
means is essential for their effective use. ThesirtBurer is also under the duty to
inform his customer of their availability (ArtictE0.1 (c)). In case of breach of the
obligation to inform on the correcting system, gadicyholder will benefit from an
unrestricted period of withdrawal (due to the féztt the withdrawal period begins
when the information requirement is carried out).

o As a remedying solution (where the preventive stepee not sufficient to avoid
errors to happen) we can mention the right to watdfrom the contract usually
granted to the consumers.

The Polishreport states that the question to know to whegréxhe civil law rules in respect
of errors would apply is not very clear and unaedi the policyholder’s right to withdraw
(in case he discovers an error not detected despéefact that the websites where
consumers can conclude insurance contracts orali@edesigned in a way to avoid such
mistakes).

The withdrawal right is also cited as a remedyaseca consumer enters into an insurance
contract by mistake in the United Kingdaeport.

2.3.5.2.2. Insurer’s website containing mistaken formation

In rare instances the insurer's website may contagtaken information (for example about
the premium or scope of an insurance product) hrednhay have led the policyholder to
make a declaration for a contract detrimental ®itisurer. The problem here is whether the
insurer shall be bound by such a contract.

United Kingdomis the only country mentioning the eventualitytttiee insurer is the author
of an error. In the United Kingdgnthe solution depends on how the insurer’'s wehgille
be qualified. Unless the information on the insgrevebsite clearly indicates his intention
to be bound in case of mere acceptance by theypolider, this will be considered as an
invitation to treat and the policyholder’s declaatwill not be sufficient to bind the insurer.
United Kingdomreport refers to the terms mistakenly indicatedtloe website (premium
lower than the insurer intends to charge).

In case the insurer is deemed to have made an bHemay invoke his error in accordance
with the rules governing the error. In that resp#wet role of the recognisability may be also
relevant. In cases where the customer can be egéxtrecognize the error (for instance if
a car insurance is offered mistakenly at $1 instefa®100) he is under the duty to take it
into account and if he merely accepted the offapde the manifest error he detected, there



is no mutual consent. In such case there is evaread to cancel the contract on the basis of
error. The insurer will be allowed to invoke didgcthe “disagreement” hampering the
effective conclusion of the contract.

But where the error is not recognizable, the ouiasndifferent. If a relatively complex
insurance product (granting cover for several jiskslaunched on the Internet at $1500
instead of $3000 as a result of a software (cdiculp defect and if the prospective
policyholder cannot be expected to understand ther,e(upon the offer made by the
prospective policyholder on $1500 and acceptancdhkyinsurer) the contract will be
concluded at the price of $1500. In this case,qinestion to know whether the insurer is
allowed to cancel the contract on the basis ofrersoa delicate one. Taking into
consideration the fact that the error is not relatethe declaration but is due to the reliance
on a defective program, one can argue that theensideprived from the right to allege the
error (since his mistake affected only the motifes concluding the contract). The
alternative solution is to grant the insurer thlghtito cancel the contract by arguing that he
was still affected by the error when he stated dossent and it suffices to admit a
declaration error.

If the prospective policyholder’s declaration isrtsmitted incorrectly by his electronic
service provider he shall be entitled to canceldhetract because the error is committed by
a person who is his messenger. But in case the isrdue to the incorrect transmission of
the insurer’s electronic service provider, the detion will be deemed validly arrived in
the power sphere of the insurer and will be effecti

2.3.5.3. Techniques to avoid and correct errors anchistakes

The insurer’s duty to inform the prospective pdhoider about the technical means to
identify and correct the input errors (as provided example in the European Unjois
meaningful only when those technical means arecffdy in place. Thus the insurer will
be required to provide the cited technical meansigiBm, Croatia, Germanythat may
consist in the following_(Belgiuin

* Progressive built up of the process instead of dio& system (split in different
steps; access to next steps requiring the confiomajpossibility to return to
previous steps to correct errors previously conad)tt

* General conditions acceptance made a conditioheoptocess

* Blocking of the access to next steps upon deteafanput errors and warning of
the prospective policyholder

» Existence of a help function

* Double confirmation (one click not being sufficignt

* A preview of the contract before the final approvhist click generating the
preview, second click leading to the contract faiora= validation). In_Japathe

insurers are requested to show the final confimmatf the insurance contract on
the PC screen.



» Contract confirmation sent to policyholder aftefidation with a recapitulation (to
avoid the contract by using the withdrawal rightlabtaining the opportunity to
correct the errors made in a new contrdatpaddition to its informative function the
confirmation sent to the policyholder may also ¢t under certain
circumstances a proof of the contractColombian law states clearly that in
consumer contracts, the insurer must provide gpredation including information
about the insurance product, price, costs and egsel hat recapitulation must be
ready for being either printed or downloaded.

In Israel the consumer who made a clerical typing errallswed a reasonable period of
time to correct the mistake (the contract will tHe® amended according to the common
intention of the parties but not cancelled).

In Japan the insurers are required to take necessary me=aso enable the applicant to
verify the contents before starting the on-lineragien. If this requirement is not met, the
application may be void because of the error irlatation.

2.3.5.4. Exoneration clauses (disclaimer)

Sometimes insurers disclaim any liability in corgtian of the use of their websites. For
example in Switzerlandhey don’t guarantee the accuracy, completensegsanfidentiality

of data transmitted over the Internet nor thatthelware and software will function without
error; they disclaim liability in case a third painterferes and alters or misuses the data
entered by the prospective policyholder or the naswor for Internet failures, transmission
errors or imported data of any kind (infiltratiof \oruses) or links to other websites. But
the insurers nevertheless incur liability_in Switaed on the basis of unfair competition if
they have failed to provide appropriate technicabns for identification and rectification of
errors before the insurance order is sent off.

2.4. Moment when the consent is established

2.4.1. General rule

As stated above, the mutual declarations of consghtregards to “essentialia negotii” is a
basic requirement (Croafikrance, Belgium

The contractual offer can be made either by therersor the policyholder. There is no
mandatory rule requiring that the offer be made dne of the parties_(Germany
Switzerlang.

In fully automated contracts the acceptance ofpbkcyholder will be achieved usually
when the policyholder will complete a plurality ehtries relating to the offer (Denmark
Australig Croatig. A single click shall in most cases not conséitah on-line acceptance.

As a basic principle of the law of contracts, tha&ement of consent can be “express” or
“tacit”.
o Is it possible that for concluding an insurancet@mt on-line, the prospective
policyholder’s declaration of consent (usually theceptance) be tacit? Some



national laws at least in consumer transactionsireghat the acceptance of the
consumer be express, unequivocal and verifiabléhbyrelevant public authority
(Colombig.

0 On the other hand, the insurer's acceptance can lastacit. It is so when the
insurer upon the prospective policyholder’'s offeegares and sends the insurance
policy without expressly stating his agreement e tontract conclusion. In
countries where the insurance contract can be wdedl by way of “silent
acceptance” (for example TurReyf the insurer does not expressly reject the
prospective policyholder’s offer within the timaniit provided by the law, the
contract shall be entered into at the end of tima¢ fimit. But in the absence of
such a legal provision, the silence of the insureuld lead to the conclusion of the
contract in rare occasions only (i.e. when theigaittave unequivocally agreed that
the silence shall be regarded as a declaratiommdent or when the principle of
good faith and fear dealing would impose such aequence).

The law can provide that the conclusion of a caitoa line is subordinated to the condition
that the trader’s web site so structured that th&tommer confirms his liability to effect
payment when he passes the order (the so-calletielbmitton” = “order button”).

2.4.2. Form requirement

The form requirement fulfils two functions: warnifignction and the proof function. For
insurance contracts the involvement of a publigceff (for instance a notary public) is not
conceivable. Therefore as a form requirement ohly written form (achieved by the
autograph/wet signature) can be envisaged (thihdassolution adopted in some Latin
AmericaCountries). However a wet signature is out ofsgjoe in on-line business.

In countries where the insurance contracts cannberex into without observing any form
requirement, on-line insurance contracts can becladad with the exchange of the
concerned parties’ respective consent statemeltysofupartly on-line. Electronic signature
or advanced electronic signature or qualified etedt signature is not a constitutive
element (except when the parties agree otherwisghwiould be a very rare case).

In countries where the written form is prescribadtlie law, the use of qualified electronic
signatures appears to be the only permissible Wweye she equivalent of the hand written
signature is the qualified electronic signaturewdeer it must be underlined that so far
insurers did not use in a wide extent the qualifeddctronic signature. Instead, they
preferred ordinary electronic signature or the gmsd electronic documents or fax. At this
point we must also underline that a “soft” form wggment appeared during the last
decades: the so-called “text(ual) form” utilisedp@gally in the accomplishment of
information duties or when the right of withdrawial invoked. The text form can be
described shortly as follows: the statement isdomable medium, the author of the
statement is named and the end of the statemantiiked with the reproduction of the
signature or otherwise designated. Undersignedatelend ordinarily signed e-mail can be
given as examples of documents conforming to thieftem characteristics.

According to the Directive 1999/93/EC of the EurapéJnionon electronic signatures
» “Electronic signature” means data in electronicnfowhich are attached to or
logically associated with other electronic data avitich serve as a method of
authentication;




* “Advanced electronic signature” means an electra@ignature which meets the
following requirements:
(a) it is uniquely linked to the signatory;
(b) it is capable of identifying the signatory;
(c) it is created using means that the signatonymaintain under his sole control;
and
(d) it is linked to the data to which it relatessach a manner that any subsequent
change of the data is detectable;

“Qualified electronic signature” is an expressiosed in some legislation (for instance
Germany)to design an electronic signature bearing the adtaristics of the advanced
electronic signature. The difference between thalifjgd and advanced electronic
signatures resides in the fact that the formererifeed and deposited by a specialized
provider.

The proof of an insurance contract concluded oa-ian be difficult under circumstances.
On the other hand, the proof that the conditiomsefeercising some of the rights conferred
to the customer are materialised can also creafgleans. In order to protect the customer
and to give him the chance to be in a better msithe European Union legislation and the
laws of some other countries imposed on the inssware obligations, examples of which
are given below:

» Directive 2011/83/EU on consumer rights Article §iescribes that the insurer
must provide the consumer with the confirmationtted contract concluded on a
durable medium within a reasonable time after tbachkusion of the distance
contract, latest before the performance of theiserbegins. That confirmation
must include all the pre-contractual informatiom iliot already given to the
consumer prior to the conclusion of the distancetreat). The insurer is required
also to confirm the policyholder’s prior expressisent to the commencement of
the service and his acknowledgement that (upon camsement of performance) he
loses his right to withdraw from the contract.

» Directive 2000/31/EC on electronic commerce Artidé.1 stipulates that the
insurer has to acknowledge the receipt of the @asge policyholder’'s order
without undue delay and by electronic means.

On the other hand, where the law permits the mantwolved can agree that simple
transmissions by telecommunication (digital messagech as e-mails or telefaxes, SMS,
WhatsApp facilities) would have value of the wnittorm.

2.4.3. How long shall the party who makes a contr&gal offer be bound by his offer?

In contracts between absent persons, the offerbbwibound until the moment he should
expect an acceptance having regard to the circmeesa

In respect of offers on-line, as a result of thenowinication means chosen, the acceptance
can be expected in a relatively short time.

Where the website of the insurer can be regardesh adgfer (and not an invitation to treat),
the insurer will be bound by his offer as long s insurance can be taken out from the



website. However in practice, this would mean thatinsurers (who are the “offeror”), will
be bound only until the customer exits the website.

The Polish reporstates that pursuant to Polish Civil Code an afiade electronically shall
be binding on the offeror if the other party comf its receipt without delay. On the other
hand, in Polanthefore making an offer to the consumer, the inrsumgst obtain his consent.

Where the policyholder makes an offer by using anagardized form on the insurer’s
website, he will be bound during such time in whileé arrival of an acceptance (express or
tacit) can be reasonably expected (Tujkdytime limit as to the binding effect of the eff
can be imposed. Thus, if the standardized formigesva time limit for the binding effect of
the offer (this is so in most cases_in Gernjatie insurer’'s acceptance that reaches the
policyholder after this time limit has elapsed s considered as a contract offer by the
insurer.

2.4.4. When does the contract come into effect beden distant partie®
The answers given by the national reporters arersivas can be seen below:
* When the proposer learns (or has the opportunitied@on) the acceptance of his

offer by the counterpart (the moment when the iesteceives the acceptance from
the policyholder) (BelgiumColombia Croatiag Denmark, Greece, Serhia

* When the client expresses (to the insurer) hismrbé¢ bound by the proposed
insurance contract; silence not being interpretedaeceptance or so presumed
(Chile).

* In Hungary:If the insurer does not reject the client’s offeithn 15 days from
receipt (after the elapse of 15 days the conteadeemed to have been concluded at
the moment when the offer was made to the insuegno@ctive effect).

* In Hong Kong In case the insurance is offered as a click vagqeement where the
prospective policyholder is called to agree thengeas advertised on the website,
the contract is concluded when the policyholderkslion the “I agree” button and
sends his consent (but the message is considentdvben it is accepted by an
information system outside the control of the arajor).

* In Israel when the consumer clicks on the “I agree” buttwat can be regarded as a
notice or an act-behaviour of acceptance.

* In Japanwhen the acceptance of the insurer is receivetidypolicyholder.

* In Mexico, when the contracting party has knowledge of tbeeptance by the
insurer.

* In Australia The applicant is required to complete the on-apelication and if all
the information accords with the insurer’'s acceptastandards, the insurer makes
the offer. By accepting this offer the applicantapts the cover. If the application



fails to meet all acceptance criteria, either thgliaation is rejected or the applicant
is given the opportunity to speak to a consultantiaking a phone application.

* In Germanythe ICA provides that the insurer is entitled tada policy deviating
from the application or from the agreement. If f@icyholder does not object
within one month from receipt, he shall be deenwetiave approved the deviated
provisions (under the strict condition that theums informs and warns the
policyholder on the effected modifications and tHegal consequencesjurkish
law contains a clear provision conflicting with tiBerman solution: Provisions in
the insurance policy contrary to the applicatiom fesurance or the agreement of
the parties are invalid.

* In the Republic of Koreaf the insurer fails to give notice to the comyrahe offer
made by the policyholder will be deemed acceptérk Jame solution is provided
also in _Turkeywhere at the end of a silence of 30 days the aoffeegarded as
agreed.

* In Switzerlandthe consent is established when the insurer'spéacee arrives in
the sphere of the policyholder (in case of a lettken the letter is dropped in the
mailbox) or —if the offer was made by the insungppn the arrival of electronic
confirmation or confirmation letter from the polloyider.

Inspired by the comments cited above we can sursmas follows:

In fully automated on-line insurance contracts wehiére system is designed in such a way
that upon the offer put by the insurer the prospecpolicyholder has to click on the
“accept” button or tick in the “accept” box, thentmact formation would be achieved by the
acceptance of that prospective policyholder.

Where the human intervention occurs without the ofsénternet, the conclusion of the
insurance contract will be governed by generalsrpkevailing in the law of contracts.

If an agent of the insurer intervenes by usingltiernet (for example the acceptance of the
insurer is sent in an e-mail addresses to the pobise policyholder) the rule developed for
on-line transactions will apply (in the example abothe contract will be formed when the
e-mail reaches the system of the recipient).

If the insurer has made an offer and the acceptahtiee prospective policyholder occurs
via the Internet (for example the prospective ptlaider sends an e-mail message to
express his intention to conclude the insurancéraot), here again the same principle will
apply (i.e. the contract will be concluded when #lteeptance message reaches the system
of the insurer).

2.4.5. Contractual waiting period

In Colombiag according to an established custom, the insyrergide in their proposal a
waiting period for the inception of the cover irder to facilitate reinsurance placements.

2.4.6. Rules concerning the policyholder’s right ofvithdrawal



In most countries the policyholders are entitledwithdraw from the insurance contract
(usually within a period that follows its conclus)o However, in Switzerlanthe law does
not provide for a right of withdrawal in favour thfe policyholder.

2.4.6.1. Meaning of the right of withdrawal

The right of withdrawal means the cancellationha insurance contractah initio”) at no
cost and without need of justification.

2.4.6.2. Effect

The insurance contract shall be erased to begm fiee contract conclusion (retroactive
effect, revocation). This means that the contradt bt and cannot generate any valid
obligation. The legal cause of the respective @biloms (which is the insurance contract)
disappears upon withdrawal (cancelation). Then tksepective obligations already
performed -if any- must be returned (especiallygheamium or a portion thereof paid by the
policyholder).

However in the European Uni@ountries a balanced solution is adopted in aecarel with
the Directives. For instance Germaaw provides that the insurer may be entitled to a
portion of the premium under certain conditionsthé insurer complied with his duty to
warn and inform the policyholder (including on ttaet that the latter will be obligated to
pay a contribution) and if the policyholder agretbat the coverage begins before the
revocation period elapses, the insurer shall béeshto the portion of the premium until the
revocation._Polistaw provides also a similar solution.

» Directive 2002/65/EC on distance marketing of ficiah services Article 7 states
that the consumer must pay for the service he vedebefore the right of
withdrawal is exercised (commencement of the serviequires consumer’s
approval). Thus the insurer can claim a paymenpqmtomnate to the service
actually rendered. The sum to be paid should nee ke character of a penalty
(Article 7.1). On the other hand the insurer mustehinformed the consumer also
about the amount payable (Article 7.8).insurance contracts, usually the insurer
performs (begins to bear the risk) after paymentth@ premium or the first
installment thereof. Thus, payment of the premiwuldvmean that the consumer
gives his consent to the performance.

* However, we must underline that the Directive 266ZC on distance marketing
of financial services Article 7.2 leaves it to thecision of the Member States to
provide that the consumer cannot be required toapgyamount when withdrawing
from an insurance contract.

 The Directive 2011/83/EU on consumer rights Artidld.3 stipulates thathe
consumer who requests the service shall pay tdréaeer an amount which is in
proportion to what has been provided until the tbtme consumer has informed the
trader of the exercise of the right of withdrawad, comparison with the full
coverage of the contract.

In the European Unignif the insurance is attached to another distdim@ncial service
contract, the insurance (additional distance caotjtighall be cancelled without any penalty




if the consumer exercises his right of withdrawakeéspect of the (main) financial service
contract (Directive 2002/65/EC on distant finan@atvices, Article 6.7; the same solution
with some minor differences is also maintained e Directive 2011//83/EU of the
European Uniomn consumer rights, article 15).

2.4.6.3. Source

The source of the right of withdrawal can be therfigral rules” applicable to all contracts or
the general consumer law or “specific rules” abibwt insurance contract law (In_Belgium
ICA is considered as “lex specialis”. In Croa#ia there are no special rules in the LEC —
Electronic Commerce Law- the matter is governethleyinsurance Act).

2.4.6.4. Time limit

In respect of the right of withdrawal, generallloager period applies or with regards to life
insurance.

(Belgium, France, Greece, Germany, Hunyjaty days in case of non-life and 30 days for
life insurance

(DenmarR: 14 days for life and 30 days for individual pems scheme.

(Poland) 30 days in consumer transactions

(United Kingdon): 14 days (in case of contract for pure protectiorpayment protection
insurance 30 days).

(Australig: 14 days provided no loss has arisen.

(Hong Kong: 21 days from the delivery of the policy or netitco the policyholder
(whichever is earlier) in respect of long term ir@wces (such as life insurance or ILAS
products).

(Israe): 14 days in consumer transactions.

(Japan): 8 days from the date of insurance contract

(Mexico): as a general rule the insured may at any timmealahe insurance contract (if so,
the insurer will return the non-incurred premium).

(Serbig: 14 days.

2.4.6.4.1. Compliance with the time limit

Germanreport underlines that (in accordance with theoBaan Unionlegislation, i.e.
article 6.6 of the Directive 2002/65/EC on distiim@ncial services) dispatch is sufficient.

Alternatively the withdrawal declaration must redatle insurer (or, as in_Turkeyo the
insurance agent who concluded the insurance cardgrabehalf of the insurer) before the
end of the time limit.

2.4.6.4.2. Condition for the time limit to begin running

The solutions reported for the beginning of theetilimit about the right of withdrawal are
as follows: The time limit for the right of withdneal will begin to run upon receipt by the
policyholder of the contract terms and conditiond all additional information or the day of
conclusion of the insurance contract (Germdsigium, Polanyl—in life insurances the day
the insurer informs the policyholder of the contreanclusion (Belgium




In the European Union Directive 2002/65/EC on diseamarketing of financial services

Article 6.1 provides that the period for withdravadall begin either from the day of the

conclusion of the distance contract, (except ipees of the life assurance, where the time
limit will begin from the time when the consumeriméormed that the distance contract has
been concluded), or from the day on which the coresueceives the contractual terms and
conditions and the information, if that is lateahthe date of the day of the conclusion of
the distance contract (or in life insurance thennfation of the consumer thereof).

2.4.6.5. Form requirement for the right of withdrawal

There is no form requirement reported. In on-lim&urance contracts the right of withdrawal
can be used also through electronic means.

In the European Unigmaccording to article 6.6 of the Directive 20026 on distance
marketing of financial services the withdrawal frotine insurance contract must be
communicated on paper or on durable medium availabld accessible to the recipient.
Accordingly, delivery, posting, faxing or e-mailing giving notice to the website indicated
by the insurer for that purpose will be regardedsadficient. But notification by phone will
be valid only if the insurer has given his consent.

Directive 2011/83/EU of the European Union consumer rights provides in its article 11.1
that the consumer who decides to exercise his dafhithdrawal may eithease the model
withdrawal form as set out in Annex [(B) of the &tive ormake any other unequivocal
statement setting out his decision to withdraw fritve contract. On the other hand, Annex
I(A) of the Directive mentions that a letter sert jpost, fax or e-mail are amongst the
appropriate means for that statement.

2.4.6.6. Fate of the contract during the cooling dperiod
The contract is provisionally valid (Germany
2.4.6.7. Exceptions

The right of withdrawal is not provided for a numbaf cases: Short term insurances
(Belgium, France, Germany, Hunggrynsurances less than one year (Japan), trawkl an
luggage insurance (Belgium, France, Hungydrfe insurances linked to an investment fund
(Belgium), executed contracts upon request of the polidgrofFrance), compulsory motor
vehicle liability insurance_(Frangelarge risks (Germany contract for provisional covers
provided they are not distant contracts (Germany

In European Union legislation, according to theebiive 2002/65/EC on distance marketing
of financial services the right of withdrawal iscixded in travel and baggage insurance
policies or similar short-term policies of lessrthane month’s duration and in contracts
whose performance has been fully completed by Ipatties at the consumer’'s express
request before the consumer exercises his righitbfirawal (Article 6.2 b and c).

CONCLUSIONS IN RESPECT OF “THE CONCLUSION OF INSNRE CONTRACTS
ON INTERNET”



b)

d)

f)

9)

h)

)

Insurers use the Internet for different purposelse Dn-line insurance in the narrow

sense is a fully automated insurance contract aaiedl on the Internet without human
intervention. But fully automated contracts are iatale only for standardised products.

For sophisticated products the human interventoenvisaged. The human intervention
may occur by using the Internet. If rules are pded for on-line transactions (this may

be the case for distant contracts, or consumer regtd) they will apply for the steps

taken on-line; the steps off-line being subjedeoeral rules.

In consumer contracts, the insurers will be alloweduse the Internet in their legal
relations with the policyholders/ insureds/ benefies only when those persons are
consented to it. However the solution may be diffefor businesses and legal entities.

On-line insurance is nowadays possible in most t@s (though some few countries
still don’t allow it)

An insurance contract concluded (totally or partty)-line may be characterised with
the following steps: A mechanism on the insureos’ their representative’s) website
appropriate for contract conclusion (for gatheritige necessary information from the
prospective policyholder: his identity, the natafehe insurance, the risk etc.), the input
of the relevant information by the prospective @diolder, premium calculation and
finalisation of the contract by acceptance of theevant party (acceptance of the
policyholder upon the offer made by the insurer atample when the insurer
communicates the premium; or acceptance of ther@énsupon the offer made by the
prospective policyholder for example by fillingrws returned to the insurer).

The generally accepted view appears to be thawilesite of the insurer is not an offer
(but exceptions exist).

In on-line contracts, the consent of both partiesaibasic requirement (as in off-line
contracts).

Sometimes the declarations of consent are madex@otesly or communication errors
(transmission or incompatibility errors) happen.

In case of declarations of consent made erroneogglyeral remedies (avoidance of the
contract) are available but solutions proper to lame transactions are also put in place
(mechanisms to identify and correct input erroight of withdrawal)

In case of transmission errors, the risk is bornthg party making the declaration of
consent. The declaration is deemed received byatltlressee when it reaches the
recipient’'s systems. Dispatch is not enough. lisitlost after it has reached the
recipient’s systems, it will produce legal consetes.

In case of incompatibility errors, businesses Wwi#l deemed to use an average system
whereas the consumer is not expected to be up te dae risk that the consumer
possesses an old system (causing that the dedaristinot received or understood) will
be on the insurer.



k) The insurer will be required to implement technicaans to identify and correct the
input errors before the prospective policyholderkeshis declaration of consent for the
conclusion of the insurance contract on-line.

[) Exoneration clauses (in respect of the websitetiong) must be prohibited at least vis-
a-vis the consumers.

m) In insurance contracts concluded on-line, the mutwesent of the parties is regarded
as established

I. In case of a fully automated contract in which toastitutive step is the
acceptance of the policyholder by clicking on admutr ticking in a box,
at the moment when the click or tick is accomptishe

ii. Where human intervention occurs outside the Interime accordance
with general rules (as in off-line contracts).

iii. In case an agent of the insurer intervenes anddbwtract is formed
either upon acceptance on-line of the prospectiaficyholder (for
example by e-mail) or upon acceptance on-line @& thsurer (for
example by e-mail), the rule developed for on-lirmmsactions will be
decisive (reach of the declaration sent via Inténmethe systems of the
recipient).

n) The right of withdrawal (exercisable freely at rmstand without need to justify within a

relatively short period after the conclusion of tivesurance contract and having
retroactive effect) exists in most of the legislasi.

3. SPECIAL INFORMATION OR WARNINGS TO BE GIVEN TO T HE
PROSPECTIVE POLICYHOLDER WHEN CONCLUDING ON-LINE

3.1. Information and warning requirements

3.1.1. In General

In old times the insurance law imposed an infororatduty only to the policyholder.
Nowadays the insurer is also under the duty torinfbis contractual partner on a number of
points. This evolution is due mainly to the proiectafforded to the consumers.

Therefore in many countries the existence or thtergxof information duties depends on
whether the transaction in question is a consuraaséction (For example Gregce

On the other hand, the (generally broader) dutynfidfrmation is mandatory in case of a
contract entered into with a consumer and the eabioa clauses are invalid (Croatia,
France, Greege

In contracts concluded face to face, the prospeagbelicyholder (the applicant) is often
assisted by an agent of the insurer (or if he Ipp®iated a broker, by that broker) and has
the opportunity to ask questions. To ensure thambhkes an informed decision when he



contracts on-line all his possible questions mustamswered in advance i.e. the pre-
contractual information given to him should encosges the answers.

Before the conclusion of the distance contractdbesumer must be informed on many
items by appropriate means (If the distance comaoatioin method used does not allow the
provision of the information before the contractncloision, the information must be
provided immediately after the contract is conctl)d@oland.

In the European Unigninformation duties applicable also to insurance eegulated in
different instruments:

o Directive 2000/31/EC on e-commerce Article 5, 1D, 1

o Directive 2002/92/EC on insurance mediation Artith 13

o Directive 2002/65/EC on distance marketing of ficiahservices Article 3, 4, 5
and 6.1 and 7.3

o Directive 2011/83/EU on consumer rights Articlel6,

In the European Unignthere are also draft instruments bringing morehsicated
(sometimes debated) solutions about informatiomireqents.For example: The IMD 2
(Insurance Mediation Directive 2 Proposal - 201276) proposal Article 16 to 21 and 22 to
25. The tendency is in the direction of achievingrentransparency (disclosure of the
conflicts of interest, additional customer proteatirequirements in relation to insurance
investment products especially in respect of thesessmment of suitability and
appropriateness and reporting to customers).

Colombianlaw provides that the insurer must give all infatian enabling the consumer to
take his decision freely and without error. Fouiragce contracts there is a special provision
in the_ColombiarConsumer Act requiring the insurer to deliver tdoatractual stipulations
concerning the extent of the coverage with exchsio the consumer in advance.

3.1.2. Form requirement for the information

In off-line contracts the information must be giverthe prospective policyholder on paper
or on durable medium available and accessible ¢octistomer (Belgium, PolapdFor
contracts concluded on-line in the narrow senseinfi@mation duty will be (mostly)
accomplished on-line. However according to new émetes and proposed/recently enacted
laws the policyholder may be granted the righteiguest to be informed on paper even if he
uses regularly the Internet.

In the European Uniqrthe Directives require that the information beegi on paper or on
durable medium (Directive 2002/65/EC on distanceketang of financial services Article
5; Directive 2011/83/EU on consumer rights ArtiG@laallows durable medium only if the
consumer has agreed on it).

3.1.3. Confirmation of the reception

In Chile, the confirmation by the prospective policyholtiet he received the information is
a prerequisite of the insurance contract.



3.1.4. Content of the information
With regards to the information to be given to gnespective policyholder national reports

put the emphasis on different points. Accordinghtese reports the information to be given
may include information on

* The procedure for contract formation (Sejbia

* The identity of the insurer (as service provideBelfium, Colombia, Croatia,
Greece, Hong Kong, Poland, Republic of Korea, Ssviénd

* The website address of the insurer (Mexitwoenable the policyholder to identify
and review the standardised clauses).

* The financial service (insurance) with its totaicpr(premium), expenses, charges
(Greece, Hong Kongtn Mexico the prospective policyholder must be informed
about the trade name of the insurance productpland also the rules governing
the payment)

* The distant (insurance) contract details (Hong Kdtepublic of Korea, Serbia
0 Existence or absence of the right of withdrawalk@&e, Poland, Republic of
Koreg
0 General conditions of insurance (Greece, Republikarea, Serbia In
Colombiathe insurers must put on their websites the gémeraditions of
insurance easily accessible and ready for prirdmdpwnloading)
o Governing law (Greece, Hong Kong, Poland
Insured period_(Hong Kong, Poland)
o Applicant’s duty of disclosure and consequencesaf compliance_(Hong

Kong)

(@)

* Redress and complaint mechanisms (Belgium, Gr&stand

» Dispute resolution mechanism (Republic of Kgrea

* The languages offered for the conclusion of thetremh and for communications
during the contract (Croatia, Greece, Poland, 8grbi

* Any relevant codes of conduct to which the insir&s subscribed and information
on how those codes can be consulted electroni@@ilyatia, Greece, Serbia

In the_United Kingdonthere are supplementary rules in the ICOBS 6 (®rbbhformation)

The general conditions of insurance must be realkdat the opportunity be aware of their
content must be given to) and accepted expresstgaity by the policyholder otherwise
they will not become part of the contract and bedlrig on the policyholder. To make sure
that the policyholders are bound by the generatlitmms they can be required to tick on a
box.

The Belgianreport underlines that a positive action from tldigyholder would be less
equivocal, thus a pre-ticked box must be avoidBage Belgian report further states that with



regard to general conditions two mechanisms aré: Udee click wrap agreement (where the
policyholder will be forced to visit the web pagentaining the general conditions before
consenting to the insurance contract) and the rowsap agreement (where the
policyholder is given only the possibility to sud the web page containing the general
conditions). In the case of browse wrap agreemkat Belgianreport recommends a

hyperlink to each page rather than to the home medyg But a pop up screen is not
recommended.

The insurer who will invoke a version of the gehenditions of insurance will be required
to prove that when the contract was concluded thegion was made part of the contract
(Belgium). However in _Turkeythe subsequent changes in the general conditiéns o
insurance favouring the policyholder/insured/ bemafy will benefit to them automatically.
To remedy the problems related to the date “edeatrtime stamping” is recommended

(Belgium).

Information must be given also about the archi\iiqng) of the insurance contract and its
accessibility (Belgium, Croatia, Gregce

In Colombia the contract stipulations exonerating the insufer the access to or use of
their website or for the discrepancies betweenr tpeinted documents and electronic
documents put on the website are considered “abusiv

A confirmation of the insurance order must be $enhe policyholder_(Belgiuim

3.1.5. Information about the mechanisms to avoid ratakes

The insurer is required to inform the prospectivégyholder

* on the different technical steps leading to theremn conclusion_(Belgium, Croatia,
Greece, Serbia)

* on the technical means to identify and correct inpuors before the contract
conclusion (Belgium, Croatia, France, Germany, Gee8pain, Serbja

The Swisseport states that the Swiss law does not comtaynrule imposing on the insurer
the duty to warn or inform the policyholder abolé ttommunication errors arising out of
on-line operationsBut Swisdaw provides that the insurer must ensure that pbeential
policyholder has the possibility to verify and iifcthis data entry before submitting the
final invitation for an offer or declaration of aeptance to the insurer.

The mechanisms to identify and correct the errayslivbe no doubt much more effective if
the prospective policyholder is warned at the duiSéheir existence.

3.1.6. Sanction of the violation of the informatiorduty

National reports don’t indicate whether the viaatiof the information duty would have

different consequences when the insurance congraoncluded on-line. It appears that the
same consequences as in the case of an off-lineaimse contract would apply.



In Croatig in case of serious breach of the information dttgut the identity of the insurer,
the technical steps for the contract formation,atsection of input errors, the language and
the codes of conduct and the provisions of theraohterms in a way enabling the recipient
to store and reproduce them, the court may takewagional measure decision and prohibit
the activity of the insurer 3 to 9 months.

3.2. Communication failures: errors in declaration,transmission and software errors
(press the wrong button, click on the wrong box; tk electronic message is lost in the
Internet or the software is not fit to send/receivehe intended message, etc.)

3.2.1. Duty to warn about errors in declaration, tansmission and software errors

As stated above (see 2.3.5.2.1), in many legislattbe insurer is under the duty to provide
special mechanisms to ensure that the prospeciieypolder, before he makes his
declaration of consent for the conclusion of theunance contract, is given the opportunity
to identify and correct the input errors. To acki¢his aim, the first step would be to inform
the policyholder on the existence of such mechagism

3.2.2. Duty to warn about the communication errorgletected

The information duty imposed on the insurer witganels to the existence of mechanisms
enabling the prospective policyholder to correat thput errors before he makes his
declaration of consent, will be complied with ae thre-contractual stage and before the
input error is committed. What about if the eni®discovered by the insurer subsequently
(i.e. after the prospective policyholder’s declemathas been made)? National reports don’t
indicate that such a duty exists in their respectiountries.

In such a case the insurer can be expected to tlwarnontract partner. This duty may be
based on the principle of fair dealing and goothfai

3.2.3. Duty to confirm that the order is received/ontract is concluded

As underlined above (see 2.4.2) in some counthes imsurers are under the duty to
acknowledge that the insurance order placed bytbspective policyholder is received or
the insurance contract is concluded. In principhe accomplishment of that duty would
reveal to the prospective policyholder that no g¢maission error (that totally hampered
insurers’ declaration to reach the destinationjuaexl. However other kinds of errors may
have happened.

CONCLUSIONS IN RESPECT OF “SPECIAL INFORMATION ORRNINGS TO BE
GIVEN TO THE PROSPECTIVE POLICYHOLDER WHEN CONCINMBON-LINE”

a) The information duty exists also when the insurarwrdract is concluded on-line.

b) The rules about distant contracts provide a broagbeient for that duty (for example the

information about mechanisms to identify and cdretors or about the archiving of
the contract).



c) In particular, the contract terms (general condit of insurance) must be provided
properly so that they become a part of the contraictl bind the policyholder. In
insurance contracts concluded on-line special mams to that effect (i.e. positive
action of the prospective policyholder as in thiekclwrap or browse wrap agreements
rather than pre-ticked box) would be appropriatenas| as electronic time stamping.

d) Taking into account that errors are frequent whemauding contracts on-line, the
prospective policyholder must be informed on theharisms enabling him to identify
his eventual errors and to correct them before pplgthe order.

e) The insurer's acknowledgement that the order iseimesd (and the contract is
concluded) is also an important step. It would sts¢he prospective policyholder to
understand that his declaration is not lost “en teu

4. THE SPECIAL PROTECTION OF THE INSURED AGAINST FR AUD OR
WITH REGARDS TO THE PAYMENT OF PREMIUM

4.1. In General

Internet is sometimes a dangerous environment.oGuwss may be induced to entrust
persons acting with bad faith or their confidentlata may be used by third persons to draw
or transfer their money. Thus there is need toteraaecure transaction platform.

In Hong Kong the insurer (as a financial service providereiguired to take all practicable
steps to ensure that

» Comprehensive security policies which reflect tdgaacement of Internet security
technology are maintained

* Mechanisms are installed which maintain the intggsf data stored in the system
hardware whilst in transit and as displayed onvikbsite;

» Appropriate back up procedures for the database application software are
implemented

« A valid insurance contract shall not be cancelledidentally, maliciously or
consequent upon careless computer handling

In Chile, the insurers are under the duty to provide arggcystem controlling the access,
ensuring the confidentiality, integrity and no rd@tion. In order to comply with this duty
they must have a certificate of secure websitetifgerg that the information will be
transmitted in an encrypted form of the best lewlilable in the market).

In Israelthe Commissioner of Insurance proposed the usesetture browser confirmed by
an external company.

4.2. Specific (exclusive) rules with regards to ptection against fraud or concerning
the payment of premium



In many countries (for example Mexico, Japan, Brdgrael, Hungary, Australia, Chile,
Costa Rica, Denmark, France, Greece; Germany, dsydswitzerlanylthere is no special
legislation in force providing protection againsadd in on-line insurance or in respect of
premium payment on-line. However general rules gb@novisions) applicable in case of
electronic fraud or in the absence of such rulesjical provisions as well as civil law or
competition law rules will be applied. Swissv constitutes a good example illustrating the
situation: In_Switzerlandhe policyholder taking out insurance on-line istpcted against
fraud through

e The Swiss Criminal Code (One article of this codeald with computer
manipulation)

* The Swiss Civil Code (better: The Swiss Code ofigations which is an integral
part of the Civil Code, offering protection in casfdraud of a third party)

» The Swiss Unfair Competition Act (stating that auldulent or deceptive behaviour
may constitute an unfair business practice).

The Spanishreport underlines that the withdrawal right and gption to recover the sums
paid by means of a credit or debit card may berdsghas specific rules in respect of fraud.

Then Serbianreport refers to the possibility to decrease aénpum in case of risk
diminution and to the policyholder’s right to clalosses for having agreed the contract as a
result of the fraud (in accordance with rules @ lgw on contracts and torts).

The United Kingdomreport states that the client should seek redragstly from the
relevant firm that has to make an appropriate corsg@igon where the complaint is justified.
If this is not satisfactory to the complainant tresort to Ombudsman (FOS) is then
available. In case of a not on going concern, tineag be redress under the compensation
fund (FSCS). The United Kingdom report referstartto the liability of payment service
providers.

4.2.1. Anti fraud devices

The anti fraud systems recommended can be sumrda&®llows:

o Limited access system (user names and personasacodes, in combination with
TAN cards, figure strings, private software, entigpp etc.) (Belgium access
control is imposed on the insurer_in Chile)

o Firewalls (Belgium Chile)

o Individual oral confirmation via mobile phone cotttdor money transfers abroad

(Belgium)
o Warnings against phishing e-mails (Belgium

The service provider shall be liable for the faglsiof security caused by the mechanisms he
uses (without having regard to the fact that thehraaisms used belong to the provider or to
somebody else). The sum paid by the consumer neustitmbursed in five days following
request in case of fraud, unsolicited operationgjelivered products or products not
conform or defective_(Colombjia



In Hong Kong in respect of protection against fraud, the iasijas a service provider) is
required to take all practicable steps to ensuae th

» Aclient’s electronic signature (if any) is to berified

* The electronic payment system is secure
4.2.2. Evidence regime
It is important for policyholders to prove that srsurance contract is concluded and that
payment of the premium (execution) is effectedior:IThe policyholder must have reliable
proof in his hands (otherwise the trust to on-lingurance would diminish) and must be
given the chance to enforce his rights when necgssathe basis of the proof he possesses.
The evidence regime in respect of the insuranceactrvaries.

o In some countries a written agreement is requicedte validity (Latin America

countries, Belgiumwhereas in other countries no form requiremergtex

o There are also countries where the written formeduired not as a condition of
validity but as evidence (for example Turkey

The difference between “validity form” and “evidenform” lies in the following: In the
former case, the contract is deprived of any legdct even if the other party does not
contest the formal defect (or even does explicitknowledge that a verbal contract is
entered into). The judge is required to take irtwoant the formal defect “ex officio”. In the
latter case, the contract would be valid and eefalote in the absence of any written
document if the opponent does acknowledge its exigt. The acknowledgement will
remedy the lack of the written document (or repldeewritten evidence).

When concluded on line it is obvious that a “wegnsiture” will be lacking. In countries
where the advanced electronic signature is equivédethe wet signature as a matter of law,
an advanced electronic signature would be requifethe validity of the contract is
subordinated to the wet signature of the partiescduntries where such requirement does
not exist (for example in_Frandbe insurance contract concluded on the Intesefalid
without the signatures of the parties- electrorgoature is not a requirement), the proof that
an insurance contract is concluded on-line will depending on the evidence regime
applicable to the electronic transactions.

In the European Unigrthe Directive 2000/31/EC on e-commerce Articl@rivides that
Member States must ensure that their legal systeowsacontracts to be concluded by
electronic means (in particular they must ensuag tthe legal requirements applicable to the
contractual process neither create obstacles ousie of electronic contracts nor result in
such contracts being deprived of legal effectivera®d validity on account of their having
been made by electronic means.

In practice the use of advanced electronic sigeasinot widespread (this can be expected
perhaps only in B2B contracts and not in B2C cant$)anor the electronic registered mail.

In the Republic of Koreathe insurer is obliged to preserve the transaatioecord for a
reasonable period.




4.2.3. Prohibition of default option systems

Especially in bundling practices, only opt-in sys#e(the policyholder ticking in the box for
buying the product) should be allowed and opt-gstesns must be avoided (Belgium
travel contract sold together with cancellatiorunasce).

4.2.4. Misleading or unsolicited advertisement - Miuse of private data —Installation of
permanent cookies

Electronic commerce created the need to adopt apedes or increased the application of
certain rules. In the field of insurance contractdes about misleading or unsolicited
advertisements, infringement of private and sereitdata and undesired electronic
applications are particularly important.

The requirement to take appropriate measures toreftisat personal data is not misused and
disclosed to third parties will be examined belowder “5. The Special Role of Insurance
Intermediaries”

4.2.5. Payment

In Belgiumthe payment service bears the risk of non-autedrzayment transactions. The
same solution exists in the United Kingdom.

CONCLUSIONS IN RESPECT OF “THE SPECIAL PROTECTIGNTBIE INSURED
AGAINST FRAUD OR WITH REGARDS TO THE PAYMENT ORVRBHE”

a) In most countries there is no exclusive rule airaedrotecting the policyholder against
fraud or in respect of premium payment. Nevertlselb® general provisions of the
penal codes, civil codes or unfair competition gatevide remedies. In few countries
regulatory rules imposes on the insurer to takerappate measures for a secure digital
environment.

b) In practice anti fraud measures such as limitedesscsystem (user names and personal
access codes, in combination with TAN cards, figstengs, private software,
encryption etc.), firewalls, individual oral confiration via mobile phone contact for
money transfers abroad, warnings against phishimgaéls are widespread.

c) The issue of the evidence regime in respect ofinenihsurance contracts (and in
respect of legal acts or initiatives on the Intdjrie not very clear. In particular the use
of advanced electronic signature is not developgdte evidentiary value of mails or
Internet records seems debatable.

d) The protection of personal and sensitive data istofost importance. Insurers must take
the necessary measures for securing the privacy.

e) In case of payment effected via Internet, the paynservice bears the risk of
unauthorized payments.



5. THE SPECIAL ROLE OF INSURANCE INTERMEDIARIES
5.1. In General

Insurance intermediaries may have their own weltkiteugh which they sale insurance
products (for example a bank acting as insurarnteenrediary).

Insurance Brokers may conclude insurance contragtne for and on behalf of their
principals if they are empowered to do so.

Aggregators operate websites through which thepes/e policyholders can make price
(premium) comparison and buy the appropriate imsggroduct.

5.2. Specific rules for intermediaries when actingn Internet operation

Most of the national reports indicate that there ao “special” rules for insurance

intermediation on-line (Australia, Belgium, Croati@enmark, France, Germany, Greece,
Israel, Brazil, Japan, Mexico, Poland, Republi&Kofea, Spain, Switzerland, Urugyay

However it transpires from those reports that asiessome of the rules provided for insurers
or rules provided for insurance intermediaries wabards to off-line transactions are also
applicable to those intermediaries when they condadine operations.

Perhaps it is more appropriate to state that tlaeeeno (or very few) rules exclusively
applicable to insurance intermediaries operatingjran

5.2.2. Registration Requirement

It appears that insurance intermediaries must cpnwth the (general) registration
requirement when the law provides it, but theraasparticular registration requirement for
being allowed to do insurance business on therlatamless the law provides otherwise.

In the European Uniqgrthe Directive 2002/92/EC on insurance mediatidva@er 1l deals
with the registration requirements (in particulartiéles 3 to 8). In the draft IMD 2 the
system is maintained (Chapter Il about registratémuirements- Article 3).

5.2.3. Information Duty

When the insurance contract is concluded with aarence intermediary acting for and on
behalf of the insurer, the information duty incumb® the insurer may (and often will) be
accomplished in most cases through that intermgdvano is also required to give

information in accordance with laws (if any) deglinith insurance intermediation.

The intermediary must inform the prospective pdimger on his identity and status
(according to the IMD in force in the EU, for exdeip

The insurance intermediary engaged in e-commercs faliil his information duty on the
Internet if the duty in question is not compliedwotherwise.



5.2.4. Advice

In Germanyand in_Franceéhe insurance intermediary, in addition to itsydoit information,

is also under the duty to advice the prospectiMeywlder. But the Germareport states
that the both insurer and intermediary will be epéed from this duty in case of distant
contractd.e. contracts entered into between an entreprea@drconsumer solely by the use
of means of distance communication (including withbmitation letters, catalogues,
telephone calls, faxes, e-mails and radio, telasesvand media services) in the context of a
sales or service system organized for distant sales

5.2.5. Responsibilities with regard to Website

The insurance intermediary that runs a website mwsiply with responsibilities incumbent
to a website operator.

5.2.6. Protection of Personal Data

The insurance intermediary that collects persoatd during on-line business is required to
take the necessary measures to protect these data.

The United Kingdonreport contains detailed information on the peasaata processing
(“Personal data” is defined as data relating to &ihg individual who can be identified
from it or from it together with other data in thpossession of or likely to come in the
possession of the data controller; the expressidatd processing” includes collecting,
holding, storing or carrying out any kind of opamts on it including among others
matching, mining, use or erasgreThe UK Data Protection Act 1998 requires that th
personal data be fairly and lawfully processed dpecified and lawful purposes with a
legitimate basis. The data subject’s informed cohse a specified necessity (in case of
sensitive data such as health data the “expressenti is required. For that reason the
United Kingdomreport recommends the use of a check box withténdisclosures about
what the processing encompasses, who does it,futttla¢r processing could take place and
with whom any data might be shared when obtainivg donsent. Other data processing
principles: Data must be adequate and relevanthierpurpose, not excessive, kept not
longer than needed, accurate and up to date. dfutlita must be kept secure. Adequate
security measures should not be limited to techmeasures only but should comprise also
organisational ones (United Kingddm

The Hong Kongreport highlights that where the service providélises a third party
website to advertise its services or insurance ymisd there will be additional
responsibilities to ensure third party website chamge: For example the service provider
must ensure that adequate security measures ateniamted, relevant information about
his identity and for the identifications of his drets is displayed and accurate and up to
date etc. In Hong Kong the insurance intermediangs of personal data is subordinated to
six data protection principles:

» Data should be collected by lawful means, for ldvfurposes; data collection is
necessary for that lawful purpose or directly ediato it; data is adequate but not
excessive in relation to that purpose; the datgestilis informed on whether it is
obligatory or voluntary to supply the data and @oysequences, the purpose of
data collection, the persons to whom the data rast be transferred, the data



subject’s right to access to and request the diooreof the data and the identity and
contact details of the individual who is to hanalg such request

» All practicable steps must be taken to ensurettietlata is accurate (if inaccuracy
is discovered, the data must be erased and notarmkdvhere inaccurate data is
disclosed to a third party, that third party shobé&informed about the inaccuracy)
and not kept longer than needed

» Data should not be used for a new purpose withwmitonsent of the data subject

» All practicable steps must be taken to ensurepbedonal data held by a data user
are protected against unauthorized or accidentasa¢ processing, erasure, loss or
use

» All practicable steps are taken to ensure thatraopecan ascertain a data user’s
policies and practices in relation to personal dée informed of the kind of
personal data held by the data user, be informetthefmain purposes for which
personal data held by a data user is used

» A data subject must be entitled to ascertain whiedh#ata user holds personal data
of which he is the data subject, request accepsrsonal data and reasons should a
request for access be refused and object to suefusal, request the correction of
personal data and reasons should a request farctionr be refused and object to
such a refusal.

In the_European Uniqgrihe Directive 95/46/EC on data protection prosidetailed rules :
According to Article 6, personal data must be pssed fairly and lawfully;
collected for specified, explicit and legitimaterposes and not further processed in
a way incompatible with those purposes; adequateyant and not excessive in
relation to the purposes for which they are co#idcand/or further processed;
accurate and, where necessary, kept up to date; measonable step must be taken
to ensure that data which are inaccurate or incetaplhaving regard to the
purposes for which they were collected or for whichy are further processed, are
erased or rectified; kept in a form which permdsentification of data subjects for
no longer than is necessary for the purposes fachwthe data were collected or for
which they are further processed.

According to Article 8 the processing of specialegaries of data (personal data
revealing racial or ethnic origin, political opim®, religious or philosophical
beliefs, trade-union membership, and the processimdpta concerning health or
sex life) is prohibited (however exceptions exisfticle 10 sets forth the
minimum information to be given to the data subgaud Article 11 the information
to be given where the data have not been obtaireed the data subject. Data
subject's right to object is dealt with in Artidd.

5.2.7. Moneys paid to insurance intermediaries

If the policyholder has paid the premium amount tha Internet (or otherwise) to the
insurance intermediary empowered to collect thenpren, the obligation to pay the relevant
amount of premium to the insurer would be duly perfed even if subsequently the
intermediary becomes insolvent and is not ableramsfers the sums collected to his
principals (the insurers).

5.2.8. Evidence



In Costa Ricaif the intermediary has delivered pre-contractimtuments via the Internet,
he will be under the duty to file and store relgbéxact and retrievable proof that those
documents were delivered.

CONCLUSIONS IN RESPECT OF “THE SPECIAL ROLE OF IRSBNCE
INTERMEDIARIES”

a) In most countries there is no legal rule exclusivedpplicable to insurance
intermediaries doing business on-line.

b) However, when the intermediary acts on behalf efittsurer, he must comply with the
duties imposed on the insurer such as the pre-acttal information duty and with the
duties incumbent upon himself as an insurance nmeeliary.

c) The insurance intermediary who is dealing with m@linsurance will be under the duty
to take all the necessary measures in order togatdhe personal and sensitive data.



